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1 Introduction

There are many situations in discrete-log based cryptography when one wants to
“hash” to the group. One famous example is the BLS signature scheme [BLS04],
where H(m) is a group element and the signature is [s]H(m), where s is the
private key of the signer. It is also a convenient fact that one can easily set
up instances of the discrete logarithm problem such that no-one knows the
solution. For example, one can choose a large prime p such that 2 is a primitive
root modulo p, and ask for the discrete logarithm of 3 with respect to the base
2. This allows for untrusted setup for schemes like Pedersen commitments. For
finite fields and elliptic curves it is well-understood how to generate arbitrary
group elements and hence the problem of hashing to the group is easy. For ideal
class groups there are some subtleties, but it is a solved problem [SBK25].

In isogeny-based cryptography it is natural to ask if these sorts of tasks can
also be performed. In the context of isogenies, this usually means generating a
supersingular curve E over a given field IF,,» in such a way that nothing is known
about the endomorphism ring End(E), not even to the person who generated
the curve. For example, this is needed to use the CGL hash securely [EHL+18],
for a commitment scheme [Ste21], and for many other protocols.

2 History

The problem of generating a random supersingular curve was mentioned by
Love and Boneh [LB20] where they called it demonstrating a hard curve.

There is no good solution known to the problem. Two papers explicitly dis-
cuss unsuccessful attempts to solve the problem [BBD-24; MMP25]. Mostly
these are exploring mathematical ideas that might allow one to produce a super-
singular curve without leaking information, but none of the solutions is satisfac-
tory. There is also a quantum algorithm proposed in [BBD+24], where the idea
is to perform a random walk “in superposition” and then observe the quantum
state so that it “collapses” to a single elliptic curve (also see [MDJ26]). One
problem with that approach is that it is intrinsically non-deterministic and so
can’t be used as a hash function. There is also the risk that a malicious party
would perform the observations a different way to learn information about the
isogeny path.

To get around the lack of a solution to the problem, multi-party protocols
have been developed that allow such a curve to be set up by a collection of



mutually untrusting players [BD21; BCC+23; MJ23]. This approach is suitable
in some contexts, but is not always an acceptable solution to the problem.

3 Problem Statement

Problem 3: Hashing into Supersingular Curves

Given a prime p, output a deterministic algorithm H that takes a random seed
m as input and computes in polynomial time the j-invariant' of a supersingu-
lar curve E over F,2. Any user who runs H must not learn any information
about the endomorphism ring beyond the information available if they were just
provided with the curve E. Similarly, any user who runs H must not learn any
information to help compute an isogeny from E to any other previously fixed
supersingular curve Eqy over Fj2. Or, show that such an algorithm cannot exist.

It is important to understand that a solution to this problem is an algorithm,
and the main property of the algorithm is that it is secure even when run by a
malicious user. For example, it is easy to write an algorithm to sample a random
supersingular curve that deletes the internal state when the algorithm termi-
nates, and only outputs E. But a malicious user who deviates from the correct
execution by remembering the internal state would be able to learn End(E).
It is also important that the person who designed the algorithm should not
have any advantage over other users. For example, an algorithm that contains
a hard-coded list of supersingular curves would not be acceptable, since the
implementer might know End(FE) for all the curves.

This problem is of a different nature to other isogeny problems as it is about
the existence of an algorithm, rather than about the complexity of solving a
computational problem. So it is unclear if there is any way to relate it to any
other standard computational problem in isogeny crypto. It is also unclear
whether there is any way to prove it is hard to solve the problem.

In most applications we require the set of possible outputs of H to be ex-
ponentially large. Indeed, we would ideally want the output E to be uniformly
distributed (in the sense that if the seeds m are sampled uniformly from a large
enough set then the output distribution H(m) is arbitrarily close to uniform on
the set of supersingular j-invariants).

Note that one can efficiently recognise a supersingular curve E. The obstruc-
tion to solving this problem by random sampling is that the probability that
a random j € F,2 is supersingular is roughly 1 in 12p, and hence one cannot
reach a supersingular curve in polynomial time.

Some related problems are discussed in [GS25].

L Any other well-defined representative of isomorphism classes of supersingular curves could
also be used instead of the j-invariant.
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