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1 Introduction

The Vectorization Problem for Oriented Elliptic Curves is a central computa-
tional problem underlying isogeny-based cryptography. Informally, it asks one
to invert a particular group action: that of an ideal class group acting on a set
of oriented elliptic curves. While this group action is efficiently computable, no
algorithm is known to efficiently recover the acting group element from its effect
on an elliptic curve.

Such a “hard-to-invert” group action can often be used in cryptographic
protocols as a drop-in replacement for the discrete logarithm problem, with the
major advantage that it appears to resist quantum algorithms. In particular, it
can turn the Diffie–Hellman protocol [DH76] into a (presumably) post-quantum
key exchange, such as CSIDH [CLM+18].

2 History

The origins of this problem can be traced back to the work of Couveignes in
1997 [Cou06], who proposed constructing cryptosystems from a group action
arising in the theory of complex multiplication. In this work, Couveignes de-
fined the Vectorization Problem for ordinary elliptic curves and conjectured its
hardness. This work was only made public in 2006, when Rostovtsev and Stol-
bunov independently rediscovered the idea [RS06]. Computing the group action
appeared to be highly inefficient, rendering the proposal unsuitable for practical
applications.

The situation changed with the work of Castryck, Lange, Martindale, Panny,
and Renes, who introduced CSIDH [CLM+18], the first practical realization of
Couveignes’ idea. Their key modification was to work with supersingular elliptic
curves defined over a prime-order field Fp, rather than ordinary elliptic curves.
This leap in efficiency sparked a surge of interest in group-action-based cryp-
tography and brought the Vectorization Problem to the forefront as a concrete
cryptographic assumption.

The more general notion of an oriented elliptic curve, and the induced group
action, was introduced in 2020 by Colò and Kohel [CK20]. Let E be an elliptic
curve over a finite field Fq, and let O be an imaginary quadratic order. An O-
orientation of E is an injective homomorphism ω : O → End(E), where End(E)
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denotes the endomorphism ring of E. We say that (E,ω) is an O-oriented el-
liptic curve. The orientation is called primitive if it cannot be extended to a
strictly larger order than O. We denote by Eℓℓp(O) the set of isomorphism
classes of primitively O-oriented elliptic curves over the algebraic closure Fp.
There is a natural action of the class group Cl(O) on Eℓℓp(O), which we denote
by a ⋆ (E,ω) for any ideal a. This action is free, and Onuki showed that it has
at most two orbits [Onu21].

The Vectorization Problem for Oriented Elliptic Curves is then the following
computational problem: given two supersingular oriented elliptic curves (E,ω)
and (E′, ω′) over Fp2 , find, if it exists, an O-ideal a such that (E′, ω′) is isomor-
phic to a ⋆ (E,ω). In the following, let d = |disc(O)|.

The difficulty of this problem is governed by two parameters: the character-
istic p and the discriminant d. The fastest known algorithms depend on which
of these dominates. We briefly review the main algorithmic approaches.

One of the fastest known classical algorithms for this problem is a simple
meet-in-the-middle algorithm with complexity (log d+log p)O(1)d1/4 (see [MW25,
Theorem 6] for a precise analysis, assuming the Generalized Riemann Hypoth-
esis). However, there appears to be a significant quantum advantage for this
problem. In the ordinary setting, Childs, Jao, and Soukharev [CJS14] showed
that it can be solved in subexponential time2 (log p)O(1) ·Ld(1/2) using Kuper-
berg’s algorithm [Kup05]. This result was later extended to the supersingular
oriented setting in [MW25, Theorem 9]. In the context of post-quantum cryp-
tographic applications, this subexponential quantum complexity is a primary
driver in the selection of secure parameters.

There exists a radically different approach to solving this problem. Given
the endomorphism rings of E and E′, the Vectorization Problem for Oriented
Elliptic Curves can be solved in polynomial time [EL24, Corollary 5]. The
endomorphism rings of E and E′ can be computed in time (log p)O(1) ·O(p1/2)
classically, or (log p)O(1) · O(p1/4) quantumly [DG16]. This is currently the
fastest known approach when log p ≪ (log d)1/2.

These two approaches (via Kuperberg and via endomorphism rings) are the
fastest known general techniques. However, better algorithms are known is
special cases, for instance for orders O with smooth conductor in a number field
of small discriminant [Wes22, Theorem 5].

3 Problem Statement

Problem 2: Vectorization for Oriented Elliptic Curves

Given a finite field Fp2 , an imaginary quadratic order O of discriminant d, and
two supersingular primitively O-oriented elliptic curves (E,ω) and (E′, ω′) over

2We use the classical subexponential L-notation Lx(α) = exp
(
O(log x)α(log log x)1−α

)
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Fp2 , find, if it exists, an O-ideal a such that

(E′, ω′) ∼= a ⋆ (E,ω).

A solution consists of either: the description of a classical or quantum algorithm
with time complexity (log p)O(1) · Ld(1/2− ε) for some ε > 0, OR a proof that
no such algorithm can exist.

The targeted complexity (log p)O(1) ·Ld(1/2−ε) is driven by two parameters,
p and d, and a solution should cover all regimes.

Note that the algorithm of complexity (log d+log p)O(1)O(p1/4) (consisting in
computing the endomorphism rings first) reaches the targeted complexity in the
special regime where log p ≪ (log d)1/2−ε. Therefore, to solve the above prob-
lem, one should focus on the complementary regime, where the fastest known
strategy is currently given by Kuperberg’s algorithm.

Let us briefly discuss the encoding of each element in the input and output
of the Vectorization for Oriented Elliptic Curves. The order O can be identified
with a quotient Z[X]/(f) where f ∈ Z[X] has degree 2. Then, the order O is
encoded by f . Elements of O are themselves encoded as polynomials, and O-
ideals can be encoded by generating sets. A standard choice to encode an elliptic
curves E is as a (short) Weierstrass equation. An orientation ω can be encoded
as a pair (α,φ), where α is a generator of O, and φ = ω(α) ∈ End(E) is an
endomorphism. Concretely, the endomorphism φ could be encoded in any way
that allows one to efficiently compute φ(P ) for any point P ∈ E (we call that
an efficient representation, see [Wes24, Definition 1.3] for a formal definition).
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