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Editor’s note

This document contains the list of the seven foremost unsolved problems in
the domain of isogeny-based cryptography. To obtain this list, I asked eleven
experts in isogeny-based cryptography what they considered to be the most im-
portant unsolved problems in isogeny-based cryptography, and curated this list
down to the seven particular problems in this document. I then asked for a
short write-up in a few pages per problem to a specific expert, which resulted in
the chapters you find below. These give the precise statements and descriptions
per problem. Only solutions that are peer-reviewed will be accepted.

Rewards. There are rewards for valid solutions to these problems, and these
rewards are contributed by the community via pledges. The current state of
rewards is visible on the website, and new pledges can always be submitted by
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Problem 1

The Supersingular Isogeny Problem

by Benjamin Wesolowski'

1 Introduction

The Supersingular Isogeny Problem is the central hard problem underlying
isogeny-based cryptography.

Informally, an “isogeny problem” is a computational problem of the following
form: given two elliptic curves over the same finite field, compute, if it exists,
an isogeny between them. Certain versions of this problem are believed to be
hard, and isogeny-based cryptography relies on this presumed hardness. Among
these, the case in which both curves are supersingular has emerged as by far the
most important, and an efficient solution to this Supersingular Isogeny Problem
would effectively undermine the entire field of isogeny-based cryptography.

2 History

The Supersingular Isogeny Problem first emerged as an explicit computational
problem in the work of Charles, Goren, and Lauter [CGL09], where its presumed
hardness was used to construct a cryptographic hash function. They approached
the problem from a graph-theoretic angle.

Let p be a (large) prime, and let E, denote an algebraic closure of the finite
field F,,. Fix a small prime number ¢ (typically, £ = 2). The supersingular
(-isogeny graph over I, is the graph whose vertices are supersingular elliptic
curves over Fp (up to isomorphism), and whose edges correspond to isogenies of
degree ¢ between them. This graph is finite, since every supersingular elliptic
curve over [, is isomorphic to one defined over Fpe.

A path in this graph can be interpreted as a composition of isogenies, each
of degree ¢. Finding such a path between two given vertices is known as the
Supersingular ¢-Isogeny Path Problem. Pizer [Piz90] proved that supersingular
l-isogeny graphs are Ramanujan graphs of size O(p), a property that suggests
inherent algorithmic hardness and motivated the design of [CGLO09].

The best known classical algorithms for the Supersingular Isogeny Problem
are essentially generic graph-search methods with complexity? O(p'/2?). Ex-
ploiting algebro-geometric structure has so far only led to reductions in mem-
ory requirements [DG16], or to practical improvements hidden within the O-
notation [CCS22]. Despite major cryptanalytic advances against more struc-
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tured variants “with hints” (e.g., SIDH [CD23]), the complexity of solving the
plain Supersingular Isogeny Problem has remained remarkably stable.

The importance of this problem in isogeny-based cryptography has continued
to grow, fueled by results showing its equivalence to many other fundamental
problems in the area — an investigation initiated in [EHL+18]. Most notably,
the Supersingular Isogeny Problem is equivalent to the problem of finding one
(or all) non-scalar endomorphisms of a supersingular elliptic curve [PW24]. As-
suming the Generalized Riemann Hypothesis, it is also equivalent to the Su-
persingular ¢-Isogeny Path Problem [Wes21; PW24], which a priori appears
harder due to additional constraints on the admissible isogenies in a solution.
Each of these polynomially equivalent problems offers a distinct viewpoint on

the Supersingular Isogeny Problem, yet all have so far converged to a complexity
of O(p*/?).

3 Problem Statement

Problem 1: The Supersingular Isogeny Problem

Given supersingular elliptic curves E and E' over a finite field F 2, compute
an explicit isogeny ¢ : E — F’.

A solution consists of either: the description of a (probabilistic) classical algo-
rithm with time complexity O(p%_a) for some € > 0, or a proof that no such
algorithm can exist.

The input to the algorithm is straightforward to specify: a standard choice is
to encode elliptic curves by (short) Weierstrass equations. The output, however,
requires further discussion. What does an “explicit isogeny” mean? An isogeny
may be represented as a rational map, but the polynomials involved have degree
O(deg(yv)). In general, the smallest isogeny between two given supersingular
elliptic curves has degree on the order of p'/2, which is far too large to be
efficiently written down as a rational map.

The classical approach has been to express large-degree isogenies as compo-
sitions of small-degree ones. For instance, a path of length n in the /f-isogeny
graph corresponds to an isogeny of exponentially large degree O(£™), while its
representation as a sequence of steps grows only linearly in n. A solution of this
form amounts to solving the Supersingular ¢-Isogeny Path Problem.

More recent techniques allow arbitrary isogenies to be expressed in a highly
compact form, via the so-called HD representation (or interpolation represen-
tation) of isogenies [Rob22]. For the purpose of resolving the Supersingular
Isogeny Problem, the precise representation of the output isogeny is immate-
rial, provided that it constitutes an efficient representation: namely, an en-
coding that allows one to efficiently evaluate the isogeny on any input point.
See [Wes24, Definition 1.3] for a formal definition of this notion.
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Problem 2

Vectorization for Oriented Elliptic Curves

by Benjamin Wesolowski'

1 Introduction

The Vectorization Problem for Oriented Elliptic Curves is a central computa-
tional problem underlying isogeny-based cryptography. Informally, it asks one
to invert a particular group action: that of an ideal class group acting on a set
of oriented elliptic curves. While this group action is efficiently computable, no
algorithm is known to efficiently recover the acting group element from its effect
on an elliptic curve.

Such a “hard-to-invert” group action can often be used in cryptographic
protocols as a drop-in replacement for the discrete logarithm problem, with the
major advantage that it appears to resist quantum algorithms. In particular, it
can turn the Diffie-Hellman protocol [DH76] into a (presumably) post-quantum
key exchange, such as CSIDH [CLM+18].

2 History

The origins of this problem can be traced back to the work of Couveignes in
1997 [Cou06], who proposed constructing cryptosystems from a group action
arising in the theory of complex multiplication. In this work, Couveignes de-
fined the Vectorization Problem for ordinary elliptic curves and conjectured its
hardness. This work was only made public in 2006, when Rostovtsev and Stol-
bunov independently rediscovered the idea [RS06]. Computing the group action
appeared to be highly inefficient, rendering the proposal unsuitable for practical
applications.

The situation changed with the work of Castryck, Lange, Martindale, Panny,
and Renes, who introduced CSIDH [CLM-+18], the first practical realization of
Couveignes’ idea. Their key modification was to work with supersingular elliptic
curves defined over a prime-order field F,,, rather than ordinary elliptic curves.
This leap in efficiency sparked a surge of interest in group-action-based cryp-
tography and brought the Vectorization Problem to the forefront as a concrete
cryptographic assumption.

The more general notion of an oriented elliptic curve, and the induced group
action, was introduced in 2020 by Colo and Kohel [CK20]. Let E be an elliptic
curve over a finite field IF;, and let O be an imaginary quadratic order. An O-
orientation of E is an injective homomorphism w : O — End(FE), where End(E)
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denotes the endomorphism ring of E. We say that (F,w) is an O-oriented el-
liptic curve. The orientation is called primitive if it cannot be extended to a
strictly larger order than O. We denote by £¢¢,(O) the set of isomorphism
classes of primitively O-oriented elliptic curves over the algebraic closure R,.
There is a natural action of the class group CI(O) on £¢¢,(O), which we denote
by a* (E,w) for any ideal a. This action is free, and Onuki showed that it has
at most two orbits [Onu21].

The Vectorization Problem for Oriented Elliptic Curves is then the following
computational problem: given two supersingular oriented elliptic curves (F,w)
and (E',w’) over F 2, find, if it exists, an O-ideal a such that (E’,w’) is isomor-
phic to ax (E,w). In the following, let d = |disc(O)|.

The difficulty of this problem is governed by two parameters: the character-
istic p and the discriminant d. The fastest known algorithms depend on which
of these dominates. We briefly review the main algorithmic approaches.

One of the fastest known classical algorithms for this problem is a simple
meet-in-the-middle algorithm with complexity (log d+log p)®™Md/* (see [MW25,
Theorem 6] for a precise analysis, assuming the Generalized Riemann Hypoth-
esis). However, there appears to be a significant quantum advantage for this
problem. In the ordinary setting, Childs, Jao, and Soukharev [CJS14] showed
that it can be solved in subexponential time” (log p)°™ - Ly(1/2) using Kuper-
berg’s algorithm [Kup05]. This result was later extended to the supersingular
oriented setting in [MW25, Theorem 9]. In the context of post-quantum cryp-
tographic applications, this subexponential quantum complexity is a primary
driver in the selection of secure parameters.

There exists a radically different approach to solving this problem. Given
the endomorphism rings of F and E’, the Vectorization Problem for Oriented
Elliptic Curves can be solved in polynomial time [EL24, Corollary 5]. The
endomorphism rings of E and E’ can be computed in time (log p)°™®) - O(p'/?)
classically, or (logp)°™ - O(p'/*) quantumly [DG16]. This is currently the
fastest known approach when logp < (logd)'/2.

These two approaches (via Kuperberg and via endomorphism rings) are the
fastest known general techniques. However, better algorithms are known is
special cases, for instance for orders O with smooth conductor in a number field
of small discriminant [Wes22, Theorem 5].

3 Problem Statement

Problem 2: Vectorization for Oriented Elliptic Curves

Given a finite field F,2, an imaginary quadratic order O of discriminant d, and
two supersingular primitively O-oriented elliptic curves (E,w) and (E',w’) over

2We use the classical subexponential L-notation L. (a) = exp (O(log z)® (loglog z)1 ~<).
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F,2, find, if it exists, an O-ideal a such that
(E,') 2 ax(E,w).

A solution consists of either: the description of a classical or quantum algorithm
with time complezity (log p)°™) - Ly(1/2 — €) for some € > 0, OR a proof that
no such algorithm can exist.

The targeted complexity (logp)°™M) - Ly(1/2—¢) is driven by two parameters,
p and d, and a solution should cover all regimes.

Note that the algorithm of complexity (log d+logp)°™MO(p'/4) (consisting in
computing the endomorphism rings first) reaches the targeted complexity in the
special regime where logp < (logd)'/?~¢. Therefore, to solve the above prob-
lem, one should focus on the complementary regime, where the fastest known
strategy is currently given by Kuperberg’s algorithm.

Let us briefly discuss the encoding of each element in the input and output
of the Vectorization for Oriented Elliptic Curves. The order O can be identified
with a quotient Z[X]/(f) where f € Z[X] has degree 2. Then, the order O is
encoded by f. Elements of O are themselves encoded as polynomials, and O-
ideals can be encoded by generating sets. A standard choice to encode an elliptic
curves E is as a (short) Weierstrass equation. An orientation w can be encoded
as a pair (a, ), where « is a generator of O, and ¢ = w(«@) € End(FE) is an
endomorphism. Concretely, the endomorphism ¢ could be encoded in any way
that allows one to efficiently compute ¢(P) for any point P € E (we call that
an efficient representation, see [Wes24, Definition 1.3] for a formal definition).
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Problem 3

Hashing into Supersingular Curves

by Steven D. Galbraith

1 Introduction

There are many situations in discrete-log based cryptography when one wants to
“hash” to the group. One famous example is the BLS signature scheme [BLS04],
where H(m) is a group element and the signature is [s]H(m), where s is the
private key of the signer. It is also a convenient fact that one can easily set
up instances of the discrete logarithm problem such that no-one knows the
solution. For example, one can choose a large prime p such that 2 is a primitive
root modulo p, and ask for the discrete logarithm of 3 with respect to the base
2. This allows for untrusted setup for schemes like Pedersen commitments. For
finite fields and elliptic curves it is well-understood how to generate arbitrary
group elements and hence the problem of hashing to the group is easy. For ideal
class groups there are some subtleties, but it is a solved problem [SBK25].

In isogeny-based cryptography it is natural to ask if these sorts of task can
also be performed. In the context of isogenies, this usually means generating a
supersingular curve E over a given field IF,,» in such a way that nothing is known
about the endomorphism ring End(E), not even to the person who generated
the curve. For example, this is needed to securely use the CGL hash [EHL+18],
for a commitment scheme [Ste21], and for many other protocols.

2 History

The problem of generating a random supersingular curve was mentioned by
Boneh and Love [LB20] where they called it demonstrating a hard curve.

There is no good solution known to the problem. Two papers explicitly dis-
cuss unsuccessful attempts to solve the problem [BBD-24; MMP25]. Mostly
these are exploring mathematical ideas that might allow to produce a supersin-
gular curve without leaking information, but none of the solutions is satisfactory.
There is also a quantum algorithm proposed in [BBD+24], where the idea is to
perform a random walk “in superposition” and then observe the quantum state
so that it “collapses” to a single elliptic curve (also see [MDJ26]). One problem
with that approach is that it is intrinsically non-deterministic and so can’t be
used as a hash function. There is also the risk that a malicious party would
perform the observations a different way to learn information about the isogeny
path.

To get around the lack of a solution to the problem, multi-party protocols
have been developed that allow such a curve to be set up by a collection of



Problem 3: Hashing into Supersingular Curves

mutually untrusting players [BD21; BCC+23; MJ23]. This approach is suitable
in some contexts, but is not always an acceptable solution to the problem.

3 Problem Statement

Problem 3: Hashing into Supersingular Curves

Given a prime p, output a deterministic algorithm H that takes a random seed
m as input and computes in polynomial-time the j-invariant' of a supersingu-
lar curve E over F,2. Any user who runs H must not learn any information
about the endomorphism ring beyond the information available if they were just
provided by the curve E. Similarly, any user who runs H must not learn any
information to help compute an isogeny from E to any other previously fixed
supersingular curve Ey over IF2.

It is important to understand that a solution to this problem is an algorithm,
and the main property of the algorithm is that it is secure even when run by a
malicious user. For example, it is easy to write an algorithm to sample a random
supersingular curve that deletes the internal state when the algorithm termi-
nates, and only outputs E. But a malicious user who deviates from the correct
execution by remembering the internal state would be able to learn End(E).
It is also important that the person who designed the algorithm should not
have any advantage over other users. For example, an algorithm that contains
a hard-coded list of supersingular curves would not be acceptable, since the
implementer might know End(FE) for all the curves.

This problem is of a different nature to other isogeny problems as it is about
the existence of an algorithm, rather than about the complexity of solving a
computational problem. So it is unclear if there is any way to relate it to any
other standard computational problem in isogeny crypto. It is also unclear
whether there is any way to prove it is hard to solve the problem.

In most applications we require the set of possible outputs of H to be ex-
ponentially large. Indeed, we would ideally want the output E to be uniformly
distributed (in the sense that if the seeds m are sampled uniformly from a large
enough set then the output distribution H(m) is arbitrarily close to uniform on
the set of supersingular j-invariants).

Note that one can efficiently recognise a supersingular curve E. The ob-
struction to solving this problem by random sampling is that the probability
that a random j € F,2 is supersingular is roughly 12/p, and hence one cannot
reach a supersingular curve in polynomial time.

Some related problems are discussed in [GS25].

L Any other well-defined representative of isomorphism classes of supersingular curves could
also be used instead of the j-invariant.

12
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Problem 4

Optimal KLPT

by Péter Kutas

1 Introduction

The Deuring correspondence provides a relation between supersingular elliptic
curves defined over F,» and maximal orders of the rational quaternion algebra
ramified at p and infinity. More precisely, it can be described as an equivalence
of categories where on the geometry side one has supersingular elliptic curves
modulo Galois conjugacy (i.e., a curve is considered to be equivalent to the
image curve of the Frobenius isogeny) together with isogenies as the morphism.
On the algebra side, one has maximal orders together with ideals that are left
ideals of one maximal order (representing the domain of the isogeny) and right
ideals of another maximal order (representing the codomain of the isogeny).

From a mathematical viewpoint, the Deuring correspondence allows one to
move between algebra and geometry. The algebraic viewpoint is especially useful
for proving theoretical statements such as the connectedness of isogeny graphs
and the number of supersingular elliptic curves. Categorical equivalences are
always powerful tools for proving statements, but one might wonder how one
can algorithmically move between the quaternion and the elliptic curve worlds.

Computing the endomorphism ring of a supersingular elliptic curve is sup-
posed to be a hard problem. This in the above language means that it is hard
to move from geometry to algebra. As it turns out, there is a polynomial-time
algorithm that computes a supersingular elliptic curve whose endomorphism
ring is a given maximal order. In order to understand this problem, we need to
understand variants of the isogeny problem on the quaternion side.

There is a standard terminology (using scheme theoretical kernels) that
shows how the Deuring correspondence is obtained. Here, I will show a dif-
ferent viewpoint that is much more useful in understanding KLPT variants.
Let E; and FE5 be supersingular elliptic curves and let ¢ : £y — FE, be an
isogeny. The goal is to associate an algebraic object to this isogeny. The trick
is to compose ¢ with Hom(F5, E1) the collection of all isogenies from Es to Ej.
Now we obtain a collection of endomorphisms of F; and this set is closed under
addition and post-composition by an endomorphism of F;. This is exactly the
definition of a left ideal. If T compose ¢ with Hom(Es, F1) in the other direction
I get a collection of endomorphisms of E5 which now will have the structure of
a right ideal of End(E»).

This viewpoint essentially shows that taking any connecting ideal essentially
parametrizes all isogenies between the two elliptic curves. Furthermore, every
element of the left ideal has a degree that is divisible by the degree of ¢. In
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quaternion land this is translated into the definition of the norm of an ideal
which is defined to be the greatest common divisor of all the norms in the ideal.
This provides us with a definition of the quaternion isogeny path problem:

Problem 4.1: Given two (isomorphism classes of ) maximal orders O and Oa,
find a connecting ideal of norm I* where | is given small prime.

This definition while correct is not very useful in practice. It is much more
useful to start out with some connecting ideal I which is actually very easy to
find. the drawback now is that a priori we have no real control over the norm
of I. However, as described before one ideal parametrizes all isogenies in some
sense. One can now simply show that the quaternion path finding problem is
equivalent to finding a single element = € I such that n(z) = n(I)i*. From
now on we focus on this problem, namely given an ideal I find an element of
prescribed norm.

2 Description of KLPT

Now at this point we can ask ourselves two things. First, is there a polynomial-
time algorithm to find any path where k can be bounded by a function of p
(independent on the representation of the ideal). The second question, can we
find a path where k is the smallest possible. The distinction is more evident
in a graph theoretic language. The first problem asks for any path in the I-
isogeny graph whereas the second asks for the shortest one. This leads us to
the statement of “Optimal KLPT” as an optimal variant of Problem 4.1.

Problem 4: The Optimal Quaternion Isogeny Path Problem

Given a prime number p, a mazimal order O and a left integral O-ideal I, find
an equivalent ideal J ~ I of norm N(J) = £¢ where e is as small as possible.

A solution consists of either: the description of a polynomial-time algorithm,
OR, a solution shows that such an algorithm cannot exist.

The good news is that the easier problem can be solved in polynomial time
via the KLPT algorithm. The high level idea of the KLPT algorithm is the
following. Let N be the norm of the ideal I. Now we want to find an element
in I whose norm is NI*. First we choose an endomorphism o of degree NI*
and look at the left ideal J generated by o and N. Now J is great as it comes
equipped with an element that we would like. The problem is we want this
element in I. The idea is to rotate J into I in some sense. Both I and J are
locally principal ideals. When one looks at maximal orders modulo N they
become isomorphic to the ring of 2 x 2 matrices over Z/NZ. For simplicity,
KLPT uses an initial connecting ideal of prime norm, so ideals in the matrix
ring are a bit easier to handle. Now viewing I and J modulo N we can view
them as left ideals in the matrix ring. Due to the way I and J were chosen
they both represent non-trivial ideals (neither 0 nor the whole ring) and since
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2 is a very small number every left ideal that is not trivial is 1-dimensional.
Furthermore, every two non-trivial ideals differ by right multiplication by an
invertible element. So now I can choose an element like that and multiply J
from the right to get to I (this is my local rotation). Luckily J was nice so if
this rotator matrix has norm [* I would be done. Unfortunately, this should not
be the case usually. On the other hand there are two hopeful things:

1. The rotator matrix is not unique, there are several invertible elements that
take one left ideal to the other

2. These elements live in O/NO, so when considered as quaternion they have
infinitely many lifts to choose from

KLPT uses both observations. It chooses a very special rotator matrix and then
lifts it to a power of [ norm quaternion.

3 Problems and Improvements

The drawback of KLPT is that the path that it returns is way longer than
the optimal path. How inherent is that from the method itself. Given that [
is generated by some element z and N it is natural to consider some form of
lifting. The element 2z can be viewed as a 2 x 2 matrix that needs to be lifted to
a quaternion of norm [*. However, in KLPT this z was obtained as a product of
very special structure. So whilst lifting is some inherent in the problem, the fact
that the verbatim KLPT approach can’t be improved further is not a roadblock
to better algorithms. Furthermore, KLPT makes several choices to ensure that
the associated Diophantine equation is solvable with elementary methods. It is
highly likely, that major improvements will not come from mild adjustments of
KLPT.

A different approach is laid out in [BKM+24] and [AAF+25]. As described
before the entire problem can be written down by one simple norm equation:
representing N1* by the norm form of the ideal. Actually when one writes down
this norm equation one can simply divide out by N and then one obtains the
quadratic form associated to Hom(FE}, F») representing the integer 1¥. If I* is
small, more precisely, smaller than ,/p, then this approach works very easily as
it will likely be the shortest isogeny in Hom(FE7, F3) and thus LLL will reveal
it. If one computes an LLL reduced basis of Hom(F1, E2), then the coordinates
of a short isogeny are also somewhat short. This leads to the idea of solving
the quaternion norm equation using Coppersmith methods. As it turns out, if
¥ < p?/3=¢ for any € > 0, this approach works. Unfortunately, for two random
curves the expected lower bound should be around p so the above method only
works in special circumstances. The drawback of this method is it treats the
problem as a random Diophantine equation and likely the problem has more
structure to exploit.
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4 Conclusion

An optimal pathfinding algorithm would have many great applications. It would
simplify maximal order to elliptic curve computations. This is of course polyno-
mial time but costly in practice. The second application would be likely the best
available SQIsign variant with all the good properties of all SQIsign variants.
In some sense it would be the “Book” version of SQIsign using the terminology
of Erdés.

The lack of an optimal KLPT algorithm is a major gap in our algorithmic
understanding of the Deuring correspondence. In my humble of opinion, as the
SIDH showed the right way to interpret torsion point information, an optimal
KLPT will show how to properly view the Deuring correspondence.
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Problem 5

Large-degree Isogenies
from Elliptic Curves

by Wouter Castryck!

1 Introduction

Given an elliptic curve E over a finite field F,, the easiest way to generate a
primitive (i.e., not factoring through multiplication by a scalar greater than
1) high-degree isogeny emanating from F is as a composition of small-degree
isogenies, computed using Vélu-type formulas, and Frobenius maps. This is
then also the easiest way to represent it: one simply writes down the defining
polynomials of each component. Away from smooth degrees and up to Frobenius
factors, we are unaware of efficient methods for computing outgoing isogenies,
except under extra assumptions on F.

2 Supersingular case

The main case where one can do better is when E is supersingular and End(F)
is known. Then it is possible to efficiently compute primitive isogenies from F
of any given degree d, so long as v,(d) < 1 (v, = p-adic valuation; if p? | d
then such isogenies do not exist). Indeed, one can choose a primitive (i.e., not a
multiple of an ideal generated by an integer greater than 1) left ideal I C End(F)
of reduced norm d and convert it into an isogeny ¢ : E — E'.

Until fairly recently, all known ways of carrying out this conversion made use
of the KLPT algorithm [KLPT14; Wes21], and all known ways of representing ¢
naturally disclosed some information about End(FE). This situation has changed.
Indeed, using the higher-dimensional isogeny representations from [Rob22a] we
can now represent o by its degree d and interpolation data (P, p(P)), with P
iterating over a set of generators of a smooth-order subgroup G C E containing
at least 4d 4+ 1 elements: this is enough for the efficient evaluation of ¢ at
any point P € F (it is during this evaluation that the higher dimensions kick
in). In particular, there is no need to reveal information about End(E). This
“zero-knowledge” feature is very attractive from a cryptographic viewpoint:
e.g., it opened the door for two signature schemes [BBC+25; Ler25] in which
the signature is an isogeny of large prime degree from a supersingular elliptic
curve E//F,> whose endomorphism ring is known to the signer only. Moreover,
along with the higher-dimensional machinery came the “Clapoti” technique for
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ideal-to-isogeny conversion [BDF+25; PR23], allowing one to by-pass the KLPT
algorithm and making these signature schemes comparatively fast.

3 Ordinary case

The ordinary case comes with specific challenges; note that, here, it can always
be assumed that End(F) is known, perhaps apart from factoring the discrimi-
nant A, = t% — 4q of the g-th power Frobenius endomorphism on E [Rob22b,
§4].

First, it is important to observe that, for the vast majority of positive integers
d, we cannot hope for an efficient method to compute a primitive outgoing
isogeny ¢ : E — E’ of degree d. The main difference with the supersingular
case is that ideals of norm d do not exist in general, so that ¢ necessarily involves
“descending” steps. This will be the case if and only if d has a prime factor ¢
that is inert in End(FE). Then unless

0| Ay/Agna(e) (5.1)

for all such factors £, the codomain E’ is necessarily defined over a strict ex-
tension field F» O FF,, whose degree k is typically exponential in logd. In such
cases it is unreasonable to ask for an efficient method for computing a primitive
d-isogeny from FE.

We therefore restrict to the case where an ideal I C End(E) of norm d exists
(for other meaningful variants, see [Gal25]); then the corresponding isogeny
¢ and codomain E’ can always be defined over F,. While this case remains
unsolved in general, the aforementioned Clapoti technique can be used for a
polynomial-time method in all cases where I is invertible, i.e., corresponding to
a “horizontal” isogeny [PR23].

4 Problem statements

In the following statements, an isogeny between two elliptic curves F, E’ defined

over a finite field IF, is thought of as any evaluation algorithm that can be called

at cost poly(logq, k,logd), where d denotes the degree of the isogeny and k

denotes the extension degree of the defining field of the input point P € E(F ).
We first state the problem(s) in the supersingular case:

Problem 5: Large-degree Isogenies from Elliptic Curves

Find a Las Vegas algorithm which, upon input of
o a supersingular elliptic curve E/F,2 (p prime),

e a positive integer d with v,(d) <1,
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outputs an elliptic curve E' and a primitive isogeny E — E’ of degree d. The
expected runtime of the algorithm should be sub-exponential in logd and logp.

Reasonable heuristic assumptions such as the Generalized Riemann Hypoth-
esis (GRH) are tolerated. Likewise for quantum subroutines: a sub-exponential
quantum solution to Problem 5 would already suffice for cryptanalytic impact.
But, of course, a classical polynomial-time solution would be the ideal outcome
(perhaps apart from the cost of factoring d, in case this turns out to be a neces-
sary step). The prototypical target is where d is a large prime number different
from p, where even the special case E[d] C E(F,2) is of great interest.

Cryptographic applications more realistically rely on the following relaxed
version of the problem, in which an attacker has oracle access to a solver for
Problem 5 and is asked to return an “independent” solution:

Problem 5.1: Find a Las Vegas algorithm which, upon input of
e a supersingular elliptic curve E[F,2 (p prime),
e q positive integer d,

and with oracle access to a function which upon input of any positive integer
e, coprime to p, returns an elliptic curve E"” and a primitive degree-e isogeny
E — E”, outputs the following:

e an elliptic curve E' and a primitive isogeny E — E' of degree d whose
kernel trivially intersects the kernel of any isogeny returned by the oracle,

e or L if no such isogeny exists.

The expected runtime of the algorithm should be sub-exponential in logd, logp
and the number of calls to the oracle.

It is not known whether Problem 5.1 is easier than Problem 5, apart from the
pathological cases where the output is L (which happens when p? | d or when
¢ | d for a small prime ¢ and the oracle calls exhaust all of E[{], kernel-wise).
See the next section for a brief discussion.

Remark. The condition that the oracle can only return isogenies with domain
E, resp., that the final isogeny should be independent from those returned by
the oracle (rather than just different), is needed for an interesting problem:
otherwise an efficient solution can be found by means of isogeny pull-backs,
resp., isogeny factorizations, which can be carried out efficiently [Rob25].

In the ordinary case, we state:

Problem 5.2: Find a Las Vegas algorithm which, upon input of
e an ordinary elliptic curve E over a finite field F,
e an imaginary quadratic order O with an isomorphism v : O — End(E),

e q primitive ideal I C O of norm d,
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outputs an elliptic curve E'/Fq and an isogeny E — E' with kernel ideal ¢(I).
The expected runtime of the algorithm should be sub-exponential in logd, logq
and the combined cost of the calls to 1(a), a € O.

Here, the prototypical target is where d is a large prime number different from
p and [ is not invertible in O.

5 Hardness

Currently, the best general approach to Problem 5 and Problems 5.1 and 5.2 is
to factor d and do a piece-wise application of Vélu-type formulae. In the special
case where the required kernel points can be found over the base field, using the
V/élu formulae from [BDLS20] this runs in time O(£!/2) with £ the largest prime
factor of d. But in general the kernel points are defined over a field extension of
degree O(¢) only. As explained in [Gal25; NO26], the method is then dominated
by the sampling of a point of order ¢ over this field extension, which takes time

O(¢?).

Remark. As pointed out in [NO26], the mere construction of this field exten-
sion is even more expensive: 0(52) classically and O(£5/ 2) quantumly.

Recall that Problem 5 admits a classical polynomial-time solution as soon
as End(FE) is known, so the hardness of the supersingular endomorphism ring
problem is an upper bound for the hardness of Problem 5. The converse reduc-
tion is not known and most researchers expect that such a reduction would not
be easy to establish. In turn, it is clear that Problem 5.1 is at most as hard as
Problem 5. Again, the converse reduction is not known, but here is a loose ar-
gument why the oracle access does not make Problem 5 substantially easier: all
current approaches to the supersingular endomorphism ring problem strongly
rely on the computation of random large-degree isogenies, and at no point in
these approaches it would come in helpful if these isogenies were of non-smooth
degree (except for the Frobenius isogeny which was used, e.g., in [FIK+25]).
So, at least, it seems that the oracle access does not make the supersingular
endomorphism ring problem any easier.
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Problem 6

Transferring Endomorphism Rings
along Isogenies

by Wouter Castryck!

1 Introduction

It used to be a widespread assumption among isogenists that the knowledge
of an isogeny between two elliptic curves can be used to efficiently transfer
knowledge of the endomorphism ring from one curve to the other. In recent
years, our understanding of what it means to “know an isogeny” has evolved.
It is a stubborn open problem whether this new, relaxed understanding of what
it means to know an isogeny still allows to efficiently transfer knowledge of the
endomorphism ring.

2 History

Until recently, all known practical ways to represent a separable isogeny be-
tween two elliptic curves E' and E’ over F, naturally disclosed a smooth-degree
isogeny between E, E’, given to us as a composition of small-degree isogenies,
explicitly described by their defining polynomials. In this scenario, if the endo-
morphism ring of F is known then this smoothness can be exploited to extract
the endomorphism ring of E’ in polynomial time, and vice versa. This is not
entirely straightforward, especially in the case of an isogeny of smooth-but-
not-powersmooth degree, but now considered a standard reduction [EHL+18;
Wes21].

Leroux [Ler22] appears to be the first to cast doubt on the slogan that isoge-
nies inherently allow for an efficient transfer of endomorphism ring knowledge.
He introduced the concept of a “suborder representation” of an isogeny ¢ be-
tween supersingular elliptic curves E, E' and showed that it allows to efficiently
evaluate ¢ at any input. So it is natural to regard the isogeny as being “pub-
licly known”. However, if deg ¢ is not smooth then this representation does not
come with an obvious efficient method for extracting End(E’) from End(E) or
vice versa. He suggested that it might be an intractable problem and proposed
pSIDH, a key exchange protocol whose security relies on this intractability (now
broken by a quantum attack).

This more general perspective on isogeny representations, i.e., as mere al-
gorithms allowing for evaluation at any input, has now become the standard
viewpoint. This was boosted by the higher-dimensional isogeny representations
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from [Rob22a], where an isogeny ¢ : E — E’ is represented by its degree d
and interpolation data (P, p(P)), with P iterating over a set of generators of a
smooth-order subgroup G C FE containing at least 4d 4+ 1 elements: this allows
for the efficient evaluation of ¢ at any point P € E (it is during this evaluation
that the higher dimensions kick in). Anno 2026, higher-dimensional isogeny
representations have become widespread, e.g., the current version of SQIsign
heavily relies on it.

3 Problem statements

In the following statements, all isogenies (including non-zero endomorphisms)
between two elliptic curves E, E’ defined over a finite field F, are thought of
as evaluation algorithms that can be called at cost poly(loggq, k,logd), where
d denotes the degree of the isogeny and k denotes the extension degree of the
defining field of the input point P € E(F, ). We write B, o, for the rational
quaternion algebra ramified at oo and the prime number p.

Problem 6: Transferring Endomorphism Rings along Isogenies

Find a classical Las Vegas algorithm which, upon input of
o two supersingular elliptic curves E,E' over F,2 (p prime),

e a mazimal order O C Bj . along with a ring isomorphism v : O —
End(E),

e an isogeny ¢ : E — E’ of known degree d,

returns Bz, B3, Ba € Bp oo and by, bs, by € End(E’) such that the Z-linear map
Vo <17b2,b37b4>z C Bp,oo — End(E’) 1= dd, 8;— b fOT‘i =2,3,4

s an isomorphism of rings. The expected runtime of the algorithm, including
the combined cost of the calls to ¢ or t(a) for some o € O, should be polynomial
i logd and logp.

Reasonable heuristic assumptions are tolerated. In particular, it should be con-
venient to assume the Generalized Riemann Hypothesis (GRH) for the reasons
discussed in [Wes21, §1], even though [HW26] explains how such assumptions
can often be lifted. If this helps, then it can also be assumed that the factoriza-
tion of d is known. The prototypical target is where d = deg ¢ is a large prime
number different from p, chosen such that the extension degree of the field over
which the points of E[d] are defined is in the order of magnitude of d, and where
 is given using a higher-dimensional isogeny representation.
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Remark. Inview of [Wes21, §8] it is in fact equally fine to just return 3, 3, B4,
as long as the corresponding endomorphisms bs, b3, by exist.
Problem 6 is equivalent with isogeny-to-ideal conversion (under GRH):

Problem 6.1: Find a classical Las Vegas algorithm which, upon the same
input as in Problem 6, returns generators for the kernel ideal I, = {a € O|po
t(a) =0}, with an expected runtime that is polynomial in logd and logp, again
including the combined cost of calls to ¢ or i(a), a € O.

The equivalence is no surprise to specialists, e.g., this can be read along the
lines of [HW26]. In a nutshell, it can be seen as follows. If I, is known, then
by computing the right order O’ of I, C B, we know which elements of
Z+ poEnd(E) o ¢ C End(E’) are divisible by an integer greater than 1. The
corresponding divisions can be carried out using the methods from [Rob22b;
HW26], allowing one to make the isomorphism ¢ : O’ — End(E’) effective, as
wanted. Conversely, if both End(E), End(E’) are known, then one can find an
isogeny ¢ : E — E’ of smooth degree using the KLPT algorithm [KLPT14;
Wes21], consider its kernel ideal I, and then

Remark. We have stated the problems for supersingular elliptic curves only,
even though they also make sense for ordinary elliptic curves, except that now
the endomorphism ring is isomorphic to an order O in an imaginary quadratic
number field, rather than a maximal order in Bj . Assuming that the fac-
torization of d is known, these problems can be solved in polynomial time.
For Problem 6.1 on isogeny-to-ideal conversion this roughly works as follows:
for each prime divisor ¢ | d one can list the ideals (¢,a) C O of norm ¢, of
which there are two at most since now O is an imaginary quadratic order, and
check which ones contain I, by testing whether ¢ o ¢(a) o ¢ is divisible by ¢
using the method from [Rob22b; HW26]. For Problem 6 on endomorphism ring
transference, in the ordinary case there is a direct polynomial-time method for
computing End(E’), see [Rob22b, §4], apart from the factorization of the dis-
criminant of the Frobenius endomorphism on E’; but it is easily seen that, in
our case, the relevant factors can be extracted from d and the knowledge of
End(E).

4 Quantumly solved

The word “classical” was included in both problem statements because Chen,
Imran, Ivanyos, Kutas, Leroux and Petit [CIT+23; CP25] found a polynomial-
time quantum algorithm for Problem 6.1, and therefore also for Problem 6. This
rules out pSIDH for use in post-quantum cryptography. The method is quite
ingenious and is based on the observation that the map

(0/dO)* — {supersingular elliptic curves },
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sending a4+ dO to the codomain of y,t(«), i.e., the push-forward of ¢(«) under
p, is well-defined, computable, and constant precisely on the left cosets of the
subgroup of elements « 4+ dO for which o € Z + I, (here we assume ¢ cyclic,
but this can be done w.l.o.g.). It turns out that this instance of the hidden
subgroup problem in the (non-abelian!) group (O/dO)* = GL2(Z/dZ) can be
solved quantumly in polynomial time, and from this solution it is easy to extract
I,.
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Problem 7

Strong Encryption Protocols

by Luca De Feo

1 Introduction

Construct public key encryption (nearly) as secure as SQIsign.

2 History

Isogeny-based key exchange and public key encryption (PKE) has been a bumpy
journey. The Couveignes—Rostovtsev—Stolbunov [Cou06; RS06] key exchange
started the whole field. Today, it is understood as one instantiation of a crypto-
graphic group action, together with CSIDH [CLM+18], SCALLOP [FFK+23],
PEGASIS [DEF+25], etc. It is a simple and elegant scheme whose security
reduces to the group-action analogue of CDH, or even of discrete logarithm,
thanks to a quantum reduction [GPSV18]. However, group-action-discrete-log
is solved in quantum subexponential time by Kuperberg’s algorithm, which is
less than ideal.

SIDH [JD11] initiated the trend of isogeny-based key exchange based on
“experimental” assumptions. It took 10 years for the experiment to terminate
with a non-passing grade [CD23; MMP+23; Rob23]. Since then, several “fixes”
to SIDH have emerged [FMP23; BF23; BMP23; BM25]. What they’ve got over
group actions, is exponential quantum security, and thus (to varying degrees)
small ciphertexts and public keys. However they are all based on some isogeny-
with-torsion-information type of assumption [DFP24], unnervingly reminiscent
of SIDH.

20+ years of research on isogeny-based crypto have singled out the Super-
singular Isogeny Problem as the golden standard for a post-quantum assump-
tion. The problem is now known to be equivalent to the supersingular endo-
morphism ring problem (EndRing) [Wes21], and the best quantum algorithms
essentially amount to Grover search over the solution space [DG16; BJS14]. De-
spite this, we only know how to build signatures whose security reduces
to (nearly) EndRing [BCC+23; ABD+25]. Ok, signatures and a handful of
related primitives.

3 Problem Statement

Ideally, a solution to this problem would be a key exchange or PKE/KEM whose
security reduces to EndRing, no strings attached. However this is probably
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asking too much: the security of PKEs is defined via a deciding game, thus a
reduction to a decisional problem is to be expected, but the obvious decisional
version of EndRing is easy to decide.

The Random Oracle Model (ROM) can often be leveraged to reduce a dis-
tinguishing problem to a search problem, e.g., in the well known reduction of
Hashed El Gamal’s IND-CPA to CDH. We're ready to accept a proof in the
ROM, as we are to accept one in an even more powerful model such as the Al-
gebraic Isogeny Model [ABD+25]. Quantum reductions are of course allowed.

Problem 7: Strong Encryption Protocols

Define a Key Exchange or Public Key Encryption / Key Encapsulation Method
and prove its passive / IND-CPA security reduces to the supersingular endo-
morphism ring problem (EndRing) via quantum polynomial reductions.

You are permitted use of:

e The Generalized/Extended Riemann Hypothesis;

o Any standard symmetric assumptions on block/stream ciphers and hash
functions;

e The Random Oracle Model;

o The Algebraic Isogeny Model.

Efficiency of the scheme and tightness of the reduction are not criteria taken
into account for this problem.

And if none of this is sufficient, we also accept as a solution a proof of
impossibility of achieving key exchange or PKE / KEM based on EndRing in
a sufficiently credible model. Because an abstract computation model must
inevitably be formulated for this, and because opinions may vary on what “suf-
ficiently credible” means, adjudging such a solution is left to the discretion of
the proposers.

If we feel particularly inspired, we may even accept solutions that invoke
extra assumptions, as long as they are widely accepted as “insignificant” in
the face of EndRing. An example of such assumptions may be the “EndRing
with hints” used to prove security of SQIsign [ABD+25]. Again, given the
subjectivity of this criterion, we reserve full discretion in interpreting it.

Ultimately, the spirit of the problem is: create PKE as secure as SQIsign.
As long as SQIsign is secure, that is. .. So don’t be shy and submit your solution,
if you feel it matches the description.
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